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MAR 02. 1009

FCC Mail Room

Ms. Marlene H. Dortch, Secretary
Federal Communications Commission
Office of the Secretary
445 Twelfth Street, S.W.
Washington, D.C. 20554

Re: EB·06·TC-060i EB Docket No. 06·36
Certification of CPNI Filing (Feb. 27. 2009)

Dear Ms. Dortch:

Pursuant to Section 64.2009(e) of the Federal Communications Commission's ("Commission") Rules,

47 C.F.R. § 64.2009(e), Equant Inc. ("Equant", trading as Orange Business Services), hereby submits

the enclosed Customer Proprietary Network Information ("CPNI") certification and a copy of its Global

Data Protection Policy, which demonstrates Equant's principles and procedures that ensure

compliance with the Rules. The filing covers the period from January 1, 2008 to December 31, 2008.

Copies of this filing are being provided to Byron McCoy of the Commission's Telecommunications

Consumers Division and Best Copy and Printing, the Commission's copy contractor.

Should you have questIons or reqUire additional information please contact the undersigned directly.

Very truly yours,

Scott Beachley
Chief Counsel- Regulatory Affairs

cc: Byron McCoy (FCC)
Best Copy and Printing
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Annual Certification of Equant INC.

CPNI FILING FEB. 27, 2009

Dkt. No. EB-06-36

In accordance with Section 64.2009(e) of the Commission's Rules, 47 C.F.R. §
64.2009(e), I, Scott Beachley, an Authorized Representative of Equant Inc. ("Equant"
or the "Company"), have personal knowledge that the Company has established
operating procedures that are adequate to ensure compliance with the Commission's
Consumer Proprietary Network Information ("CPNIU

) regulations for the period
covering Jan. 1, 2008 through Jan. 1, 2008.

Scott Beachley, Authorized Representative
Dated: Feb. 27, 2009



EQUANT DATA PROTECTION POLICY

Policy Statement

Equant will provide a uniform minimum standard of data protection for all
personal inforpmtion which it processes, acrc;>ss the world. Equant has,
aocordingly, pu~ into place agreements which provide security, worldwide,
to the high standard' required by the European Union and, where higher
standards are required by the Data Protection legislation in other
countries, Equant will comply with such national requirements.

Eq~antwill treat all personal information, including ,sensitive personal
information (as strictly defined by EC Directive 95/46/EC) wheresoever
in the world it is processed, in accQrdaJ;lce with the following 8
principles:-

Principle 1.
Data shall b~ prooessed fairly and lawfully with the express consent of
the data sUbject unless processing is necessary to comply with a
contract with that data subject.

Principle 2.
Data shall be obtained for one or more ~pecifiedand lawful purposes
and may not be further processed in any manner incompatible with
those purposes.

Prinoiple 3.
Data should be adequate, relevant and not excessive in relation to the
purpose for which the data is processed.

P.dnciple 4.
D.ilta shl:i1l1il be accurate and kept up-to-date.

I!tinoiple 5.
tlata llfiiih 'not be kept for longer than is necessary.

Principle 6.
D.'lI.tJ).'!sIi!Ql be processed in accordance with the rights of the data
spbject; under the law.

I!tinciple 7.
~1JiJ}i'Iptiat!l teclmiclU and organizational meMures shall be taken
aga~stunjl,\lthor~~dorunlawful processing of data as well as ,against
accidental loss, delil:ruction or damage to liuch data.

Ptinciple 8.
ij31=ljASq~,:g.!!~ lie tJ:!nls~"l'l'ed o~tside the European EcoD,o~ioArea
~~~'ii$tliecatifit:,.J;Y:,to w)tioh it ,i131:ra,ns£el'l'ed ensure" ap. adeq!-late level
d, PJ,ot~,cfioninlin.e with the eight principles established under the
)jJ,J:~ctilfe.
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Purpose Limitation

Personal Data must be processed and subsequently used or further
co=upicated only for specific purposes permitted by the Law. Personal
Data must not be kept longer than necessary for the purpose for which they
are transferred.

Rights of Access

.(\S provided in Article 12 of the Directive, the Data Subject must have a right
of access to all data relating to him/her which are processed. As appropriate,
the Data Subject must have the right to the rectification, erasure or blocking
of certain data the processing of which does not comply with the principles
set out in this SChedule, in particular because the data is inacc4rate or
incomplete. Data Subjects should also be able to object to the processing of
his/her Personal Data on compelling legitimate grounds relating to his/her
personal circumstances.

Data Quality and Proportionality

Personal Data must be accurate and, wh!lre necessary, kept up to date.
Personal Data must be adequate, relevant and not excessive in relation to
the purposes for which they are transferre.d or processed.

Transparency

Data Subjects must be provided with information as to the purposes of the
processing and the identit;y oithe Data Controller in the third country and
other information insofar as this is necessary to ensure fair processing,
unless such information has already been given by the Data Exporter.

Security and Confidentiality

Technical and organisation&! seourit;y measures must be taken by the Data
Controller that are appropriate to the risks, such as unauthorised access,
pres.ented by the processing. Any person acting under the authorit;y of the
DiiU!. Con.1;toller, including a Processor, must not process the Personal Data
except on instructions from the Data Controller.

Restriction 011 Onward Transfers

The Equant group of companies has eIl-tered into an EU approved Trans
Border Data Flow Agreement which undertakes to afford Data Subjects,
worldwide wIthin the group's network, the same level of protection of therr
personal data as they would enjoy in the EU.

Sp~(li~l Oategories at'Data

Where data ,reveali:o,g or concerning racial or ethnic origin, political op1'ni6ns,
rbU~o:U$' ,ar philos:ophioa;l beliefs, tralle union memberships health, sex life,



•
,.

"

offenclls, criminal convictions or security measures are processed, additional
safeguards should be iIi place within the meaning of the Dfrective. In
particular, approprililte security measures such a'll strong encryption for
transmission should be used and operating an access log for sensitive data.

Automated Individual 'decisions

Where the purpose of a tra.Ilcsfer is the taking of an automated decision as
referred to in Article 15 of the Directive producing legal effects concerning or
significantly affecting the itJ,dividual (and which is based solely on automated
processing of data intended to evaluate certain personal aspects relating to
an individual, s~lCh as performance at work, reliability or conduct) the
individual should have the right to know the reasoning for this decision.

Equant will ensure that any such decisions mad~ by use of automated
systems are explained to individuals by local staff.

Direct Marketblg
Equant does not use Personal Data for the purposes of direct marketing and
will not transmit Personal Data to third parties for this purpose.

All Equant Employees, as a condition of being granted access to any Personal Data, have
expressly agreed to abide by the Equant Data Protection Policy.


